VermontLaw Wireless Instructions for Windows 7

Control Panel (3)
LE Manage wireless networks
iy Device Manager
5 Add a wireless device to the network
o5 View devices and printers
24 Update device drivers

17 See more results

[[manage wirelesd x| | Shutdewn | » |

Click the start (Windows Icon) button, type in a search for Manage Wireless Networks and hit enter. Open
Manage Wireless Networks

)
) ) il = Netwark and Intermet » Manage Wireless Network - = [4g | [ Sear ge Wirsless Networks. 0
Manage wireless netwarks that use (Wireless Netwaork Connection)
Winelirwrs tries b comnect 1o these netwarks in the sedes listed below,
Add  Adapter properties  Profiletypes  Network and Sharing Center w
Pl Al 8 wreless network o oy ecade 1) -

1 item

L

Click Add
(ESEE )

& ! Manually connect to a wireless network

How do you want to add a network?

WAL« Manually create a network profile

. This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (55ID) and
security key (if applicable).

& Create an ad hoc network
% This createsa temporary network for sharing files or an Internet connection

Cancel

Click Manually create a network profile
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R
@ 2 Manually connect to a wireless network

= |

Enter information for the wireless network you want to add

Metwork name: VermontLaw
Security type: | WPA2-Enterprise
Encryption type: [AES

Security Key:

[¥] Start this connection automatically

[7] Connect even if the network is not broadcasting

Warning: If you select this option, your computer's privacy might be at risk.

Hide characters

Cancel
4

Enter the following information:
Network name:
Security type:
Encryption type:
Leave Security key: blank.
Click Next

VermontLaw [NOTE - this is case sensitive]
WPAZ2-Enterprise

AES

) 2! Manually connect to a wireless network

Successfully added VermontLaw

= Change connection settings

Open the connection properties so that I can change the settings.

Close

Click Change connection settings
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Vermontlaw Wireless Network Properties @

Connection | Security

Security type: |wPa2-Enterprise -

Encryption type: ’AES ']

Choose a network authentication method:
Microsoft: Protected EAP (PEAF) ~|[ settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

[ OK ][ Cancel l

Click the Security tab, then click Settings

Protected EAP Properties @

When connecting:

[ validate server certificate

Connect to these servers:

Trusted Root Certification Authorities:

W] AddTrust External CA Root

[7] Class 3 Public Primary Certification Autherity
[ Equifax Secure Certificate Authority

[ Globalsign Root CA

[ GTE CyberTrust Global Root

[ Microsoft Root Autherity

[7] Microsoft Root Certificate Authority -
4 1 | »

»

L |

Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Secured passwaord (EAP-MSCHAP vZ) '] [ Configure... ]

Enable Fast Reconnect

[] Enforce Metwork Access Protection

|| Disconnect if server does not present o yptobinding TLV
[~] Enable Identity Privacy

[ oK ] [ Cancel

Uncheck Validate server certificate, then click Configure
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EAP MSCHAPv2 Properties )

When connecting:

1 Automatically use my Windows logon name and
password (and domain i any).

| ok || Cancel |

Uncheck Automatically use my Windows logon name and password, then click OK

Protected EAP Properties ﬁ

When connecting:

[ validate server certificate

Connect to these servers:

Trusted Root Certification Authorities:

| AddTrust External CA Root

[7] class 3 Public Primary Certification Autherity ‘

| »

[ Equifax Secure Certificate Authaority
[ Globalsign Root CA

[ GTE CyberTrust Global Root

[ Microsoft Root Authority

[] Microsoft Root Certificate Authority -
i 1 [ »

m

Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Secured pazsword (EAP-MSCHAP v2) "l l Configure. ..

Enable Fast Reconnect

[T Enforce Metwork Access Protection

[ Disconnect if server does not present cryptobinding TLY
[7] Enable Identity Privacy

[ oK ] l Cancel

Click OK
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Vermontlaw Wireless Metwork Properties ﬁ

Connection | Security

Security type: [WPAZ—Enterprise ']

Encryption type: ’AES ']

Choose a network authentication method:
[Microsoft: Protected EAP (PEAP) *|| settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

[ Ok, ] [ Cancel

Click the Advanced Settings button

Advanced settings @

802, 1 settings | 802, 11 settings

7

[User or computer authentication v] Save credentials

Delete credentials for all users

|| Enable single sign on for this network

(@ Perform immediately before user logon
Perform immediately after user logon

Maximum delay {seconds): 10
Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

o) (o ]

Put a checkmark in the box entitled Specify authentication mode, and ensure that the authentication mode is
set to User or computer authentication. Click OK
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Vermontlaw Wireless Network Properties Iﬁ

Security

Security type: IWPAZ-Enterprise "]

Encryption type: ’AES ']

Choose a network authentication method:
| Microsoft: Protected EAP (PEAP) v|| settings

Remember my credentials for this connection each
time I'm logaed on

Advanced settings

[ OK ] ’ Cancel

Click OK

(ol ® ]

IQJI !l Manually connect to a wireless network

Successfully added VermontLaw

. & Change connection settings
] Open the connection properties so thatI can change the settings.

Close

Click Close
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ALk Additional information is needed to connect VermontLaw. ™ *
"= Click to provide additional information.

[ATS]

ring Center

You should see a bubble appear with “Additional information is needed to connnect to VermontLaw.”
Click the bubble.

r B
Windows Security ﬁ

Network Authentication

Please enter user credentials

|I- | Iii- |U5r:rname ‘
I Password ‘

[ OK ][ Cancel ]

1 4

Enter your VLS username and password. Wait for the network to fully connect. This may take a minute or two.

Currently connected to: s =
: VLS-Public
Internet access
Wireless Metwork Connection A~
VLS-Public Connected 1!
VermontLaw 1'11!! e
%
09Fx12016754 Al
Susan Lettis's Metwork Al

Susan Lettis's Guest Metwork il

]
HPCBCS9F ™ -

Open Metwork and Sharing Center

10:48 AM
1172011

If the connection doesn't begin automatically, go to the Wireless connections, select VermontLaw and click Connect



